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THE DIGITALIZATION OF
INTERNATIONAL RELATIONS
AND FOREIGN POLICY

SUMMARY

In the context of globalization and the intensive
development of information and communication
technologies, the field of foreign policy is under-
going radical transformation, dictating the need for
theoretical understanding of modern models of in-
terstate interaction. The aim of this article is to ex-
plore the theoretical aspects of the digitalization of
international relations. The purpose of this article is
to analyze digital processes as one of the contem-
porary characteristics of interstate interaction. The
relevance of the research lies in a comprehensive
political science analysis of the impact of digital
technologies on the transformation of international
relations and related issues and risks. The method-
ological basis of the research consisted of general
scientific methods (dialectical method, systemic
method, structural-functional method), as well as
scientific methods of political analysis (institution-
al method, sociological case study approach). Key
findings The diplomatic apparatus of the state and
the phenomenon of diplomacy itself must be adapted
to the conditions of digital reality, as global process-
es not only change the quantitative and qualitative
characteristics of the geopolitical information field,
but also challenge the fundamental role of the sover-
eign state as a system-forming actor in international
relations.

Keywords: digitalization, digital transformation,
digital diplomacy, Internet, social networks, big
data.

Introduction

Modern international relations are becoming in-
creasingly digital, and the digitization of foreign
policy is not simply a technological upgrade, but a
fundamental shift in the paradigm of international
interaction. The term “digitalization” was first used
in 1971 in Professor Robert Wachal's essay “Human-
ities and Computers” on the social consequences of
the “digitalization of society,” published in the North
American Review. International relations themselves
have become digital with the inclusion of global po-
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litical actors—states, international institutions, civil
society, non-profit organizations, etc.—among Inter-
net users. The Internet and Internet-based services
have become the architectural framework for digi-
talization, facilitating the application of digital tech-
nologies on a global scale. However, new formats
of mass interaction—social networks, forums, chats,
blogs, messengers, etc.—have played a key role in
the process of digitalization of world politics.

In a world where everything is interconnected, the
ability to accumulate, analyze, and share information
at unprecedented speeds creates new opportunities
for political leaders and government agencies to
exchange messages and determine policy agendas
outside of traditional channels. Digital innovations
are constructing a new social reality that bears little
resemblance to previous forms of social organization
in terms of its ontological characteristics, but sur-
passes them in terms of its possibilities. This trans-
formation allows us to understand the current vec-
tor of development of digital international relations,
including theoretical issues of power, influence, and
changes in the balance of power.

Main

Digital power, defined as “new opportunities for
the state to mobilize society, influence the political
actions of other states using digital technologies,
etc.,” is changing the traditional place of states on
the map of world politics.

Six main factors influence world in digital inter-
national relations:

v information digitization;

v transnational networks formation;

v" access to and control over networks;

v increased speed and mobility of social activity
and power structures;

v’ remote control;

v process automation;

The era of globalization is marked by a signifi-
cant escalation of social, economic, political, and
cultural interactions beyond local boundaries. In the
emerging digital structure, power is shifting from
access to and control over key institutions of the ter-
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ritorial state and economy to control over networks,
network nodes, operating modes, speed, and access
to digital international relations. The expanded ca-
pabilities of networks accelerate the coordination of
legitimate political processes and public adminis-
tration, promote mobility, communication, empow-
erment, and social mobilization; equality in decen-
tralized systems of power and democratized forms
of knowledge; and a deeper understanding of the
cultural, aesthetic, and normative aspects of society.
[8, p.115] This shift has not only increased the effi-
ciency of communication, but has also transformed
the nature of diplomatic contacts, allowing both state
and non-state actors to influence global discourse in
real time.

The main clusters of modern digital international
relations are:

v’ digital diplomacy,

v big data and data diplomacy,

v’ global Internet governance,

v digital electoral technologies,

v cybersecurity. [2, p.55]

Contemporary theoretical models of digital inter-
action in foreign policy can be divided into several
basic types:

v digital presence model;

v strategic digital communication model;

v network diplomacy model;

v adaptive digital diplomacy model [3, p.407].

Digital presence model involves the use of online
platforms, official embassy websites, and social me-
dia accounts to officially represent the state and en-
sure communication with the foreign public.

The strategic digital communication model is
based on the active use of big data analytics, targeted
content, and multimedia tools to achieve specific for-
eign policy goals. In this context, particular attention
is paid to the algorithmic management of informa-
tion flows, the formation of favorable images, and
the prevention of crises through constant monitoring
of digital discourse.

Network diplomacy model is based on the inter-
action of diplomatic institutions with non-state ac-
tors—transnational corporations, international orga-
nizations, and influential individuals who have their
own digital platforms.

Adaptive digital diplomacy model involves a flex-
ible combination of traditional forms of diplomatic
interaction with digital innovations, taking into ac-
count the national context, the level of IT develop-
ment, and the characteristics of the target audience
[4, p.319].

Diplomacy in the context of globalization is un-
dergoing a period of transformation comparable in
scale to such epoch-making milestones in political
history as the invention of printing or the develop-
ment of technical means of communication (tele-
graph, telephone). Classical diplomacy in the era of
globalization undoubtedly retains its basic functions
and institutions designed to protect the foreign pol-
icy interests of the state by peaceful means. At the
same time, due to the influence of global socio-po-
litical, economic, and technological processes, the
forms and methods of modern diplomacy are under-
going such serious transformation that, in the future,
we may have to talk about qualitative shifts in the
content and purpose of the phenomenon itself.

Digital diplomacy, proclaimed by former US Sec-
retary of State Hillary Clinton as the state art of the
21st century, is a fundamental dimension of modern
international politics, in which a wide variety of ac-
tors are currently involved: states, ethno-nationalist
associations, multinational corporations, intergov-
ernmental organizations, non-governmental organi-
zations, various transnational movements, networks,
and even individuals [1, p.34].

The authors of the idea of “digital diplomacy,”
taking into account the development of modern
technologies and means of communication, have re-
thought the principles of public diplomacy, relying
on the capabilities of the Internet, satellite television,
and mobile communications, thereby significantly
expanding its scope.

Digital diplomacy has become a method of engag-
ing with a global audience, sharing political narra-
tives, and responding quickly to international crises,
overcoming the limitations of traditional diplomacy
and ensuring constant interaction with a broad and
diverse global audience. The key difference between
digital diplomacy and earlier forms, such as radio
or television diplomacy, is the interactive, two-way
communication enabled by social media platforms.

Given that the direct agents of digital diploma-
cy online are non-governmental actors—non-profit
organizations (such as human rights organizations),
foundations, socio-political associations of bloggers,
etc.—the question arises of external interference in
foreign policy, which is a priori the exclusive domain
of the state. Another feature of “digital diplomacy”
is the possibility of direct interference in the internal
politics of the recipient country through the transfer
of new technologies and software related to com-
munication issues to opposition forces. However, it
should be mentioned that influencing the audience,
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shaping public opinion using the latest communica-
tion technologies and providing information tech-
nology resources or direct methodological support
in the field of “electronic warfare” to politically in-
terested groups in other countries are fundamentally
different from each other, just as traditional process-
es of official and secret diplomacy are different.

If digital diplomacy in the 2010s was a linear
spread of information on social media and part of
public diplomacy, then data diplomacy in the 2020s
is the use of algorithms to filter audiences, build
information campaigns, and search for sources of
unfriendly information. The rapid and uncontrolled
access of a wide variety of actors to artificial intelli-
gence technologies has facilitated the rapid influence
of target audiences through effective information
campaigns, filtering, the creation of synthetic media,
and deepfakes. Without the use of big data analytics,
it is no longer possible to build a digital information
campaign or influence target audiences. Diplomacy
is forced to respond to all information challenges in
conditions of uncertainty and constant information
flash mobs against state leaders or states as a whole.

The issue of access to artificial intelligence data
and algorithms is key to studying the phenomenon of
digital diplomacy, as they provide a complete picture
of the political balance of power. If, for some reason,
data becomes inaccessible (stolen or unlawfully dis-
closed), the consequences of potential digital prob-
lems are instantly transferred to the real world.

International relations have entered an era in
which interaction between countries, proxy groups,
and users in cyberspace must be regulated by dig-
ital rules, either in the spirit of the Yalta-Potsdam
agreements and the establishment of red lines on the
internet, or in the style of Woodrow Wilson's peace
treaty program “Fourteen Points” on open diplo-
macy and real-time politics. The logic of proactive
digitalization is linked to the need for diplomats to
constantly study digital innovations, assessing which
innovations may generate friction and competition
between states, and which may create problems re-
quiring international cooperation. In a world driven
by complex digital technologies, diplomats are in-
creasingly having to deal with the consequences of
these technologies, from international agreements on
the ethical development of Al to ensuring data sover-
eignty or determining the legal status of autonomous
weapons [5, p.155].

When discussing the advantages of the digitali-
zation of international relations, it is important to
mention the risks, which are becoming increasingly

sophisticated, and the groups interested in exploiting
cyber vulnerabilities have expanded to include co-
vert hackers in well-organized criminal and terrorist
groups, state security services, and defense forces.

Hacking. Hacking is traditionally considered the
main risk of digital diplomacy. State and non-state
actors who are diplomatic rivals attack government
systems to extract and use confidential information
for specific purposes. Many heads of state, govern-
ments, and diplomats around the world have already
fallen victim to hacking.

Disinformation. Digital disinformation and ef-
forts to counter it are now considered practices of
digital diplomacy. Deepfakes, trolls, and bots spread
false information across the global network.

Bots. Recent studies have shown that up to 30-
50% of accounts (with a noticeable upward trend) on
X (Twitter) are actually bots. At the moment when
artificial intelligence objects outnumber humans
in the digital user population, the ability of foreign
ministries to develop meaningful campaigns with
online audiences is sharply reduced [7, p.24].

Culture of communication. The level of commu-
nication culture on social media is very low, with
many political leaders and diplomats facing insults
and openly provocative and threatening messages.

Commenting on the challenges that digital reality
has posed for the diplomatic corps, former US Secre-
tary of State John Kerry noted that “the term ‘digital
diplomacy’ is practically redundant—it's just diplo-
macy, period” [6, p.45]. According to Kerry, digital
technologies help achieve the foreign policy goals of
states, overcome differences between people around
the world, and interact with them, fulfilling the main
diplomatic function, namely: establishing dialogue
and finding common ground among the widest pos-
sible audience.

Conclusion

On October 27, 2025, the Prime Minister of the
Republic of Azerbaijan approved the “Rules for Di-
agnosing the Level of Digitalization of Information
Infrastructure at the National Level,” prepared by the
Ministry of Digital Development and Transport as
part of the implementation of the “Concept of Digital
Development in the Republic of Azerbaijan” dated
January 16, 2025, approved by the President of Azer-
baijan Ilham Aliyev. All state bodies will undergo an
annual assessment of their level of digitalization in
order to develop a plan for further development. The
document lays the foundation for regulating digital
transformation, the efficient use of resources, and
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the sustainable digital development of the country.
In this regard, the author of the article provides a
number of recommendations directly related to the
Ministry of Foreign Affairs of Azerbaijan.

In particular, it is necessary to optimize the na-
ture of the digital environment in order to strength-
en Azerbaijan's diplomatic influence on the world
stage. Diplomatic services must transform into
flexible digital organizations capable of responding
quickly to changes in the information environment
and interacting with a wide range of stakeholders.
This transformation should be supported by the de-
velopment and adoptions of a comprehensive set of
unified international standards for digital diplomacy,
taking into account both security and ethical issues.

Technological infrastructure, while necessary, is
insufficient for effective digital diplomacy. It is im-
portant to note that diplomats must possess digital
communication skills, data analysis skills, and the
ability to strategically model interactions in a dy-
namic environment.

Rapidly introducing digital tools without a com-
prehensive strategy for how they should be used to
support specific foreign policy goals can create co-
ordination and policy implementation problems. The
risk for foreign ministries in this case is that they will
consume valuable resources on several mini-digi-
tal campaigns without a clear direction or strategic
compass.
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Beynolxalq miinasibatlorin va xarici siyasatin
ragamsallasdiriimasi
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XULASO

Qloballagsma va informasiya-kommunikasiya tex-
nologiyalarin intensiv inkisafi kontekstindo xarici
siyasat sahosi koklii transformasiyaya moruz qalir
vo bu da dovlstlorarasi qarsiliglt slagslorin miiasir
modellorinin nozori anlagilmasina ehtiyac yaradir.
Bu todgigatin mogsadi beynolxalq miinasibatlorin
rogomsallagmasinin nozari aspektlorini aragdirmag-
dir. Bu todqigatin vozifosi dovlstlorarast qarsilig-
It olagolorin miiasir xiisusiyyatlorindon biri kimi
rogomsal proseslori tohlil etmokdir. Todqiqatin ak-
tuallig1 rogomsal texnologiyalarin beynolxalq miina-
sibatlorin transformasiyasina vo alagali masalalora
va risklars tasirinin hartarafli politoloji tahlilindadir.
Todgigatin metodoloji asas1 imumi elmi metodlar-
dan (dialektik metod, sistemli metod, struktur-funk-
sional metod), eloco do siyasi tohlilin elmi metodla-
rindan (institusional metod, sosioloji hal arasdirmasi
yanasmasi) ibarat idi. ©lds edilon naticolor dovlotin
diplomatik aparati vo diplomatiya fenomeni 6zii
rogomsal realligin sortlorino uygunlasdirilmalidir,
clinki global proseslar yalniz geosiyasi informasiya
sahasinin komiyyot vo keyfiyyat xiisusiyyatlorini do-
yisdirmir, hom do suveren dovlstin beynolxalq mii-
nasibotlords sistem yaradan aktor kimi fundamental
roluna meydan oxuyur.

Acar sozlor: ragamsallasma, ragamsal transforma-
siya, rogamsal diplomatiya, internet, sosial saba-
kalor, big data.
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HudpoBuszanus MeKIyHAPOIHbIX OTHOLICHUI U
BHeIIHEH MOJIUTHKHA

JIsman Cypxaii CyJseiiman-3ajae
Joxmopanm xagheopwt
«Mescoynapoonvie omuouieHuA»
baxunckozo I'ocyoapcmeennozo Ynueepcumema
lyamal3@gmail.com

PE3IOME

B ycnoBusix mio0anu3anyy 1 ”HTEHCUBHOTO pa3-
BUTHUS HMH()OPMAIIMOHHO-KOMMYHHKAITAOHHBIX TEX-
HOJIOTUH c(epa BHEIIHEH MOJIMTHKHU MPETepIIeBacT
panuKalbHy0 TpaHC(POPMAIHIO, TUKTYSI HEOOXOIH-
MOCTh TE€OPETHUECKOTO OCMBICIICHHSI COBPEMEHHBIX
MOJEJIEN MEXIOCyJapCTBEHHOIO B3aUMOJCHCTBHS.
Ilenb crarbu HcclienOBaTh TEOPETUUYECKUE ACIICK-
Thl IUA(POBHU3ANUUA MEXKITYHAPOIHBIX OTHOIICHUH.
3aiada cTaTbu MPOAHATM3UPOBATH U(PPOBHIE MPO-
LIECChI, KaK OJIHY U3 COBPEMEHHBIX XapaKTEPUCTUK
MEXIOCYIapCTBEHHOIO B3auMonencTBus. Hayunas
HOBHU3HA HUCCIICIOBAHHUS 3aKIIFOYACTCS B KOMILICKC-
HOM TIOJIUTOJIOTUYCCKOM aHau3e BIMSHUSA IUQ-
POBBIX TEXHOJIOTUH HA MPOIECCH TpaHC(hHOpMAIUU
MEXIYHAPOAHBIX OTHOLIEHUI U CBSI3aHHBIX C HUMU
MpoOJieM U PUCKOB. METOHO0NIOTHYECKYI0 OCHOBY
WCCJICIOBAaHUSI COCTABWIA OOIIECHAYYHBIE METOJbI
(MManeKTUYeCKuii METO, CHCTEMHBIA METOJI, CTPYK-
TYpHO-(YHKIIMOHAJIBHBIM METOH, 8 TaKXKe Hay4dHbIE
METOJIbl TOJUTOJIOTMYECKOr0 aHalu3a (MHCTUTY-
LIHOHAJIBHBEIA METOJ, COLMOJIOTHYCCKHUIM ITOAXOJ
«keuc-crammy). Pesynsrar Jlumiiomatuaeckuii amnra-
par rocyaapcTa u cam (heHOMEH TUILIOMATHH J0JI-
JKeH OBITh aIaTUPOBAH K YCIOBUSM LU(DPOBOH pe-
QIBHOCTH, TaK KaK IMI00AIBHBIC TPOIIECCHI HE TOJIBKO
MEHSIOT KOJIMYECTBEHHBIE M KAau€CTBEHHbBIE Xapak-
TEPUCTHKU TCOMOJIMTUYECKOTO HHGOPMAITMOHHOTO
T0JIs1, HO M OpOCaroT BBI30B (DyHIaMEHTAIBHOMN POITU
CYBEPEHHOTO TOCYIapCTBa B KaU€CTBE CUCTEMOOOpa-
3YIOIIETO aKTOPa MEKTYHAPOIHBIX OTHOIICHUH.

KuaroueBble cioBa: yugposusayus, yugpposas
mpancgopmayus, yupposas OUNIOMamus, uHmep-
Hem, coyuanbHble cemu, 60buUIUe OAHHbLE.
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